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Topic 1:  The Weaponization of Artificial Intelligence

Introduction

To many, the subject of artificial intelligence and its weaponization seems quite
futuristic. Although the development of offensive weapons systems capable of
acquiring a human target and destroying it without the intervention of another
human is in its infancy, AI has seen use in other fields within warfare such as
reconnaissance and defence.

One of the missions of the United Nations Office for Disarmament Affairs is to
regulate the use of conventional weapons to prevent unacceptable and
unnecessary levels of suffering to be incurred by combatants of war or civilians.
Part of this mission includes the regulation of rising technologies that could be
used in warfare, such as AI which currently is entirely unregulated.

The pledging of member states such as Russia and France to produce offensive
weapons systems for their armies in the near future raises many concerns
regarding international stability and peace. Coupled with the current
atmosphere of conflict in the European theatre there is a risk of an AI arms race
breaking out in which countries attempt to quickly and recklessly develop new
technologies due to fear of being outcompeted by their enemies.

As such, there is a
need to regulate AI
systems to prevent
their immoral and
reckless use in
warfare. The
importance of this was
highlighted by
Secretary-General
Antonio Guterres at
the 2018 Web Summit
in Lisbon. The
Secretary-General
took a hard stance against autonomous weapons systems, saying “machines
that have the power and discretion to take human lives are politically
unacceptable, are morally repugnant and should be banned by international
law”

Definition of Key Terms

Artificial Intelligence (AI): The ability of computerised systems to perform tasks
associated with intelligent beings. In the field of warfare, this could include the
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identification of targets, firing off missiles, acquisition of information or air
defence.

LAWS: Lethal Autonomous Weapons systems are weapons which can select
and kill human targets through the use of AI without the need for human
interference or decision-making.

CCW: The Convention on Prohibitions or Restrictions on the Use of Certain
Conventional Weapons which may be Deemed to Be Excessively Injurious or to
Have Indiscriminate Effects provides rules to prevent undue civilian or
combatant injury in war which could cause excessive and unreasonable
suffering,

General Overview

Contrary to popular belief,
AI is already being used in
autonomous weapon
systems (Note the lack of
the word LETHAL,
meaning they do not
specifically target
humans) such as the iron
dome, having seen relative
success.

The security council report
(S/2021/229) on the Libyan
war included the first
reported use of LAWS in

warfare. This report about a 2020
skirmish in the military conflict involved
an attack using a completely
autonomous drone known as a Kargu-2.
According to its manufacturer, (the
Turkish company STM) this drone can
process images in real time and use
machine learning to find its targets
without help from a human operator.

Although there had already been
discussions regarding such weapons at
the CCW review conference in 2016
(See more about this below) the above
attack signified the beginnings of a
media coverage storm which hailed that
“killer robots” had finally arrived.
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First, we must understand the difference between full and partial autonomy:

Fully Autonomous Systems: Weapons systems which are able to run without
the need for a human operator past their activation. Many of these systems can
autonomously navigate, select and eliminate targets pre-set by an operator
prior to their firing. The prevalence of weapons using the aforementioned
technologies is pictured right

Partially Autonomous Systems: Those weapons systems which can only
perform specific functions autonomously. For example, this may include a
weapon system able to select its own target but then requires approval from a
human operator to eliminate it.

To provide ourselves with a well-rounded view of the topic, we must also look
at the pros and cons of using such weapons systems (mostly focusing on
autonomous ones).

Pros:

● Data capture and surveillance: AI systems used for reconnaissance can
obtain, store and analyse a plethora of strategically important information
much faster than humans. This could not only save the lives of soldiers
on a battlefield (eg. by predicting enemy movements or revealing enemy
positions) but could also
save the lives of civilians
living in a warzone.

● Defence systems: As
mentioned above,
autonomous defence
systems are already being
used in areas of war,
showing superhuman
speed and reliability. The
iron dome, for example,
has been successfully
deployed in Israel. It is
said to be able to identify
which missiles are and are
not a threat and intercept
90% of those that would hit residential or strategically important targets.

● Reduced risk of loss of human life: Autonomous machines such as drones
can attack enemy positions (and even venture behind enemy lines)
without risking the loss of human life for the attacker. Before remotely
operated or autonomous machines, attack on enemy positions was
limited to methods which included greater risk. By eliminating this human
factor greater risks can be taken as the consequences of failure are much
less severe.
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Cons:

● Security risks: Fully autonomous systems could be vulnerable to
cyber-attack. Such attacks could result in loss of control of the systems
and their acquisition by unwanted groups (such as terrorist organisations)
to then be used to incur civilian casualties.

● Ethical Considerations: LAWS are devoid of human ethics and
judgement. Although they can be programmed with those principles in
mind, there is simply no guarantee that an AI will be able to correctly
judge an ethical situation given humans themselves cannot agree on
them much of the time.

● General Loss of Control: Looking past loss of control of the systems to
unwanted groups or individuals there is always a risk that the software or
hardware of one of these systems malfunctions. This could then lead to it
attacking soldiers on its side or even other individuals such as civilians.

Conclusive arguments: By considering the above we can better understand both
sides of the argument. Firstly those who suggest a complete ban on LAWS and
similar systems, focus on the unpredictability of these new technologies and the
fact that this field is still in the early development phase. Thus, there is minimal
guarantee that it will function as intended and not have unforeseen
consequences in the future. Those supporting the use of LAWS and similar
systems highlight their extreme usefulness in tactical situations which could help
prevent the short-term loss of life in conflicts. Both of the above are valid
arguments to be considered when writing a resolution. Thus, the underlying
question is: how can we retain these tactical advantages without endangering
innocent lives?

Major Parties Involved

The Convention on Certain Conventional Weapons:

This is the convention responsible for the regulation of weapons used in war.
Member states meet once per five years to discuss new and emerging weapon
systems and reach a consensus on which are considered recklessly and
excessively injurious.

Individual Governments:

Although governments have agreed that
weapons systems should not be allowed to
function with complete autonomy, they have
been unable to agree on what constitutes
“complete autonomy”. As such, the three main
views that some governments share are listed
below.
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● Russia: Opposes the banning of
LAWS, stating that, although
humanitarian concerns are valid, such
weapons should be usable by states
for their legitimate defence interests.
Russia intends to develop such
weapons for its army and has already
tested many in combat situations.
Pictured right is the Uran-9
unmanned autonomous ground
vehicle. According to the Russian
ministry of defence, it is able to track
and engage targets without the need for a
human operator. This vehicle is meant to
be used as a support for infantry and has
reportedly been utilised in the Syrian war
with variable levels of success.

● France: Suggests that LAWS are divided
into two categories which include “fully”
and “partially” autonomous and suggests
banning only what it agrees are “fully”
autonomous weapons systems

● The United Kingdom: Pledges to maintain some form of human control
on all UK weapons systems.

NGOs:

A prime example of such NGOs is the Future of Life Institute. Their mission is to
educate the general public and raise attention to help lead technological
advancement towards a positive direction. Many of them are flat-out opposed
to the use of LAWS and call for much stronger regulation of their use. These
NGOs have seen much success in raising awareness, however, their success in
pushing for the production of legislation has been variable.

Companies producing AI:

An example of these is Boston Dynamics. These companies are at the forefront
of AI development and as such could pose a risk to future world stability if they
decide to weaponize their technologies. There has been a recent pledge by
some companies in the USA to not use their technologies (robots or AI software)
for warfare. Pictured right is the ATLAS, Boston Dynamics humanoid robot built
to demonstrate the possible future of the robotics industry.

Research Report | Page 7 of 26



Mediterranean Model United Nations XVIII

Previous Attempts to Resolve the Issue

The CCW (Convention on Certain Conventional Weapons) has already banned
the use of certain weapons deemed to be excessively injurious or which have
indiscriminate effects. During the 5th review conference of the CCW, a group of
experts was established by the United Nations to examine the subject of lethal
autonomous weapons.

The group met between 2017-2021 and
agreed on 11 guiding principles in areas
that need to be further explored. In
essence, the group highlighted the need
for individual states to ensure systems
follow existing international law. Any
newly implemented systems must also
consider all possible risks including
excessive loss of civilian life, loss of
control of the systems and acquisition of
systems by terrorist groups.

The above are only guiding principles and not concrete agreements. Even with
these principles in consideration and severe pressure from the Red Cross and
several other NGOs, there is currently no international treaty under work to
establish legally binding rules on machine-operated weapons.

During the 2021 review conference of the CCW in Geneva, member states
ceased talks on the creation of an international treaty, opting instead to agree to
continue discussions in the future.

Possible Solutions

Taking all of the above into consideration, there is much room for improvement
in creating an atmosphere of cooperation between member states. There is also
a great deal to be desired in terms of the education of the general public. As
such, many of the following measures could be taken to work towards a
resolution of the issue:

● Education: Educating the general public on what the role of AI is in
warfare, the benefits and the risks of its use. This helps the public be
aware of what regulations its government is putting in place and allows
them to be more conscientious in electing their representatives. This in
turn will push candidates to be more open about their ideas and could
help drive cooperation.

● Testing: Regulations should be put in place by the UN to outline the need
for a rigorous testing process when developing weapons that use
Artificial Intelligence. This could help prevent the malfunctioning of AI
systems, thus helping ensure the safety of civilians.

● Legal Definitions: Member states could come together to define what
constitutes a Lethal Autonomous Weapon System. This will then allow
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them to conduct discussions on what elements of these systems they
would like to ban and what further regulations they would like to impose.
For example, it could be then concluded that all weapons systems should
include some element of human approval to prevent errors in ethical
judgement. It should also be agreed that these weapons systems will
follow International Humanitarian Law.

● Security: Specific measures should be taken by the manufacturers of
these technologies to ensure their systems are not vulnerable to hacking
and remote access by unwanted groups. A failsafe should also be put in
place in case these systems are captured by terrorist organisations which
could use these systems to cause widespread civilian harm.

● Mitigation of Conflict: Measures should be put in place by member states
to ensure these weapon systems minimise unintended engagements that
could lead to the escalation of conflict in situations that could be solved
by diplomacy.

● Future Developments: A convention specifically on Artificial Intelligence
could be established so member states could discuss regulations on AI
and its weaponization once every few years. This could help create an
environment of cooperation to control future AI developments and
ensure that stability and peace can continue in the future.

Sources:

https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/037/72/PDF/N2103772.pdf?O
penElement

https://front.un-arm.org/wp-content/uploads/2020/06/Stanley-Stimson-UNODA-20
20-TheMilitarization-ArtificialIntelligence.pdf

https://www.yu.edu/sites/default/files/inline-files/DISEC%20Weaponization%20of%2
0Artificial%20Intelligence.pdf

https://www.britannica.com/technology/artificial-intelligence

https://dam.gcsp.ch/files/doc/ssa-2022-issue22

https://theconversation.com/un-fails-to-agree-on-killer-robot-ban-as-nations-pour-b
illions-into-autonomous-weapons-research-173616

https://front.un-arm.org/wp-content/uploads/2021/12/AWS-Fact-Sheet-Jan2022.pdf

https://documents-dds-ny.un.org/doc/UNDOC/GEN/G19/285/69/PDF/G1928569.pdf?
OpenElement

https://www.npr.org/2021/06/01/1002196245/a-u-n-report-suggests-libya-saw-the-f
irst-battlefield-killing-by-an-autonomous-d#:~:text=company%20of%20Turkey.-,A%2
0U.N.%20report%20says%20the%20weapons%20system,in%20Libya%20in%20Marc
h%202020.&text=Military%2Dgrade%20autonomous%20drones%20can,of%20a%20r
emote%20human%20operator.
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Topic 2: The question of preventing armed conflicts
due to water scarcity

Introduction

All life on Earth depends on
water, the most vital natural
resource. The inevitable issue
with this is that the distribution of
water is far from equal globally.
Many countries are therefore
highly dependent on importing
water resources outside their
territory.

Freshwater scarcity not only
contributes to waterborne
disease, malnutrition, poverty,
economic and political instability

but can also cause violent conflict. One billion people do not have access to safe
water currently, thus such consequences are likely to increase in number and
seriousness as the world population grows and competition increases.

Armed conflict over water can have disastrous effects, including not only death,
injury and illness, but also the
destruction of infrastructure
pertaining to the health sector. This
includes the destruction of systems
that provide freshwater, not to
mention the instigation of forced
migration motivated by a search
for freshwater access, and
depletion of resources which could
have been used to improve access
to it. It is therefore paramount that
a solution is found.

Definition of Key Terms

Scarcity: the limited availability of a commodity.

Water Scarcity: insufficient freshwater resources to meet the human and
environmental demands of a given area.

Armed conflict: a dispute which involves armed operations (hence the use of
weaponry).
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General Overview:

Issues of water scarcity have been
increasing in the late 20th and early
21st centuries. Throughout the 20th
century, the world has increased its
global water use at more than twice
the rate of the global population
increase. This has led to increased
risks of water scarcity which itself
can lead to conflict.

As a result of the above, the UN
reported that around 40% of the world's population is affected by the
consequences of water scarcity and predicted that by 2030 a drought would
put 700 million people at risk of being displaced.

To understand the issue of water scarcity we must first outline its main causes:

● Drought and Climate Change: Droughts are a natural phenomenon
occurring due to a number of factors, involving a lack of rainfall which
leads to the depletion of water resources. Climate change often leads to
a change in rainfall patterns leading to some areas bearing the brunt of
increasing periods of drought. Warmer conditions aid in the evaporation
of soil moisture and the disturbance of aquifers which according to the
2018 IPCC report provide 36% of the world’s domestic water supply.

● Pollution: Moving away from natural causes we must take a closer look at
water pollution. This problem is mostly man-made and involves a
multitude of different forms of pollution, namely contamination of
freshwater with sewage or toxic chemicals from agricultural and
industrial sources. This water when left untreated can seep into the
aquifers supplying us with domestic water or even contaminate streams
and rivers that are then used by people to bathe or for drinking water.

● Growing demand: This involves a growing demand for water, possibly
due to an increase in the country's population without a considerable
increase in infrastructure, thus water supply can’t keep up. Given the
world’s population is increasing by 1.1% yearly (which is much more than
it sounds), demand will greatly increase over the coming years. This is
known as physical water scarcity.

● Poor Management:
Many countries
make poor decisions
in managing their
water resources.
This when coupled
with more acute
factors such as
sudden drought

Research Report | Page 11 of 26



Mediterranean Model United Nations XVIII

could lead to these poorly managed water resources being entirely
diminished, effectively making a country run out of water. Such an
occurrence was seen in Cape Town in 2018 where poor water
management coupled with sudden drought caused the city to reportedly
be the first modern city to run out of drinking water. This is also known as
economic water scarcity. (See the Graph on the right for Economic VS
physical water scarcity in different countries worldwide)

The above can then lead to a multitude of consequences which together with
previous unrest or political instability can lead to local and more wide-scale
conflicts. Below are some of the more widely applicable consequences:

● Widespread Crop Failure: A consequence of drought and poor water
management leads to a country's main crop supply failing. This may be
preceded by conflict over water sources at a local level by farmers
attempting to maintain their own crop supplies and is then followed by
starvation and conflict to secure
whatever remaining food sources
can be found.

● Disease: The spreading of diseases
such as typhoid fever or cholera
comes as a consequence of the
pollution of freshwater sources.
829000 people (UN estimate) die
each year, mostly in
underdeveloped parts of the world,
due to diarrhoea-causing viruses picked up from contaminated
freshwater sources. If it is to be believed by the people of a nation that
poor management of pollution by the government or any other party is
the cause of widespread disease this can then lead to civil unrest
including demonstrations and rioting.

● The Water Market: Amid situations of water scarcity water may begin to
be traded as a commodity akin to gold or oil. The obvious consequence
of this (past the fact that water is a human right) is its disproportionate
effect on the lower middle and lower class of society which would be
unable to pay. A smaller-scale version of such a market was seen in
California in 2020, where water joined commodities being traded on
Wall Street after fears of future scarcity. (See Appendix 1)

The above and many other, more
case-specific consequences lead to
an increase in competition over
access to water sources, especially in
the sectors of agriculture and
industry. Such competition eventually
leads to conflict which could become
violent depending on the level of
scarcity and other mitigating or
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exacerbating factors. Conflicts may also arise at a larger scale as this
competition occurs at a global level, between neighbouring nations.

A currently developing situation that we can use as an example is the conflict
between Egypt and Ethiopia over the Grand Ethiopian Renaissance dam
(Pictured above) on the Blue Nile. The Blue Nile, a tributary of the Nile river, is
one of Egypt's main water sources which may be diminished by 36% as a result
of the dam being built. This could put Egypt at risk of a water crisis in case of
drought. The two countries have reached a stalemate in negotiations and a
mutually beneficial resolution is unlikely to be reached any time soon.

Other conflicts can be
found tracing all the way
back to the 1960s, a prime
example of which being
the Euphrates-Tigris
conflict between Turkey
Syria and Iraq. Smaller
conflicts have been
initiated over the three
states unilaterally
attempting to build dams
and other projects to
control the flow of either
river in the 60s, the larger
of which are seen on the
map below. These have
culminated in a number of conflicts of varying severity, some of which are listed
below.

● 1975: Turkey and Syria begin to use their respective dams during a period
of drought, leading to neither country receiving enough water. Although
diplomatically resolved due to the intervention of third parties, the above
nearly led to armed conflict.

● 1987: Turkey releases 500m3 of water per second to Syria in exchange
for Syria putting an end to its Support of the PPK.

● 1990: Iraq invasion of Kuwait. Turkey cuts off the flow of the Euphrates
entirely.

● 1997: Turkey refuses to sign the UN watercourses convention which
created a legal framework for the use of bodies of water that crossed
international borders.

● Early 2000s to present: Currently, There is some cooperation over the
management of the two rivers between the countries and major conflicts
have been mostly resolved.
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Major Parties Involved:

UN-Water: A branch of the United Nations dealing with issues of water scarcity.
Its activities involve the following:

● Policies: UN-Water helps UN
member states identify possible
areas of the issue within their
policy and assists them in
building better policy
frameworks to deal with issues
such as disasters, climate
change and other issues that
could lead to water crises. This acts as a net of prevention against future
conflict over access to water.

● Data Collection and Analysis: UN-Water acts as a monitoring hub to
collect accurate data on global water trends thus predicting future
instances of water scarcity and informing the relevant member states so
they can take the required action. Using this data they then deliver the
yearly UN World Water Development Report which outlines all of the
data mentioned above and is published by UNESCO.

● Education: Coordinating the thematic “world water” and “world toilet”
days which tackle the global water crisis and the global sanitation crisis
respectively is another job that falls under the control of UN-Water.
These events help raise awareness of the extent of the crises for the
general public through the media (eg social media).

UN - General Assembly: Recognized water and sanitation as a basic human right
through Resolution 64/292 put in place on July 28th 2010. This resolution was
put in place to push member states to scale up efforts to provide safe and clean
drinking water to their communities. Through this, every human being is entitled
to clean drinking water and general sanitation.

UN - Peacekeeping Missions: The UN Department of Operational Support under
the general body of the United Nations has recognized that more can be done
by the peacekeepers locally to prevent the exacerbation of water scarcity due to
their presence in the area. As such, many different UN peacekeeping missions
have attempted to become as self-sustaining as possible to further promote
stability in the region they are active in.

NGOs: A prime example of an NGO dealing
with the subject of water scarcity is “charity
water”. This charity focuses on providing
clean and sanitary water for countries in
less developed regions of the world (eg.
Africa/Asia) by sponsoring safe water
projects in the communities it works with.
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Previous Attempts to Resolve the Issue

The Nile Basin Initiative: This is an international
initiative introduced in 1999 in which nine countries
cooperatively developed the Nile river and shared
the socioeconomic benefits, simultaneously
promoting regional peace and security through this
collaboration.

‘In Search of Common Ground Initiative’, Cameroon:

This tackled the violent conflict between
Mbororo cattle herders and non-Mbororo
farmers caused by the improper and
unsustainable use of already scarce water
resources. The initiative promoted
resource management and thus
peacebuilding between these two groups
through conflict management methods
such as Dialogue Platforms. Market
gardening and beekeeping have also been
introduced to better the situation and
have consequently brought unity between
communities, hence preventing corruption

and mismanagement of resources because there are fewer social conflicts to
take advantage of.

Good Water Neighbors Project: Established in 2001, this project united Israeli,
Jordanian, and Palestinian communities to protect their shared freshwater
resources and helped to build peace. Each community (there were multiple
involved from each country) was partnered with another foreign community to
cooperate on the basis of their shared resources through dialogue. By partnering
with youth, adults and municipalities, the project staff spread awareness of the
communities’ conditions in terms of water availability and addressed the
environment between communities to foster peacebuilding and cooperation.
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Possible Solutions

The decrease of water scarcity is key to mitigating this issue, hence most
solutions could be targeted towards this.

1) The public could be taught about efficient water usage.
2) There could be increased availability of clean water, which could be

achieved by reducing industrial water pollution, improving sewage
treatment and establishing new groundwater wells.

3) Watershed management in terms of increasing runoff and decreasing
infiltration could be introduced.

4) Desalination may also be considered but has been proven to be quite
expensive, hence may not be a viable global option.

5) The strengthening of laws and regulations (or the creation of new ones)
which would concern setting boundaries on water use could provide an
additional solution.

Addressing the conflicts themselves,
one may introduce structured
dialogues at different governance
levels, to promote the solving of
water-related conflict diplomatically
thus through nonviolent approaches
and proactive cooperation among
countries or groups within them.

Appendices

https://www.bloomberg.com/news/articles/2020-12-06/water-futures-to-star
t-trading-amid-growing-fears-of-scarcity

Sources

Freshwater Access | National Geographic Society

www.britannica.com/topic/water-scarcity

Water Rights and Water Fights: Preventing and Resolving Conflicts Before They
Boil Over - PMC (nih.gov)

https://www.bloomberg.com/news/articles/2020-12-06/water-futures-to-start-trading-amid-growing-fears-of-scarcity
https://www.bloomberg.com/news/articles/2020-12-06/water-futures-to-start-trading-amid-growing-fears-of-scarcity
https://education.nationalgeographic.org/resource/freshwater-access
http://www.britannica.com/topic/water-scarcity
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3076402/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3076402/
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Water scarcity and conflict: Not such a straightforward link - ECDPM

Lab 8 - Scarcity and sources of conflict: Managing natural resources to prevent
conflict (coe.int)

https://ecdpm.org/work/the-complex-link-between-climate-change-and-conf
lict-volume-8-issue-4-autumn-2019/water-scarcity-and-conflict-not-such-a-
straightforward-link#:~:text=Changes%20in%20water%20availability%2C%20p
articularly,scarce%20water%20and%20land%20resources.
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Topic 3: The question of political extremism fueled by
social media

Introduction

In line with technology’s boom of
development, the global game of politics
changed forever. Many of these changes
are neither good nor bad exclusively, but
a notable exception is that social media
has also bolstered political extremism,
posing serious threats to global and
national safety. In effect, extreme
ideologies bloom into widespread ideas
and disunify communities as a result, a
prime example being the political

atmosphere in the United States. Another strong example is the fact that the
2013 Boston Marathon bombers learned how to build explosives from online
ISIS material.

Social media provides political extremist groups with a powerful platform to
gain both publicity and support, as seen with the multiple beheadings,
instructional videos and recruitment materials which were directed towards
potential new recruits. What is even more shocking is that politically-motivated
terrorist groups such as the Pakistani Taliban have maintained official Facebook
and Twitter accounts, which even directly link to their websites.

Aside from providing a space and unbelievably large audience for such groups
to act and promote their ideals with little fear of censorship, social media allows
for anonymity which insulates them from the dangers of spreading these
messages in the ‘real world’. Paradoxically, efforts to highlight this activity and
shame the perpetrators often result in their encouragement and exposure of
their messages to more people.
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Definition of Key Terms

Political Extremism: the holding of extreme political views; fanaticism. (e.g.,
Neo-Nazism)

Social media: any digital technology that allows users to instantly generate and
share information with the public, which includes a wide variety of websites and
apps.

Fake news: reports, images, and videos that are shared to purposefully spread
misinformation i.e., information that is factually incorrect.

Brainwashing: a forcible indoctrination to induce someone to give up basic
political, social, or religious beliefs and attitudes and to accept contrasting
regimented ideas.

Mandate: an official order to carry out a policy/decision.
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General Overview

Today, ideas spread as fast as they
change, often faster, causing the public to
be exposed to political extremism on
social media. Effectively, some users, as a
result, become brainwashed into
ideologies they did not agree with in the
past simply due to their exposure to
them. The most extreme offender to the
site has been ISIS or ISIL, whose message
has been broadcast with extraordinary

speed and success. Publicly displayed violence such as decapitations now even
dominates the mainstream media since it takes cues about what to report from
social media, resulting in more coverage. This instigates more political
extremism which keeps this vicious cycle going.

Recruiters delve into the anonymity provided to them to search for new victims
in a pool of millions and initiate a relationship with them. Aside from this
extensive access, such groups
also enjoy not being constrained
by the cost of travel and the little
risk of exposure that social
media recruiting comes with.
They are further aided by the
features of auto-recommending
groups and matching members
with similar interests.

The fact that such groups break
social media platforms’ terms of
service makes it easy for them to
disable the accounts once they’ve been identified. However, their constant
creation of new pages and accounts remains an issue, as well as their solid
bases of support. As an example, while many people are repulsed by white
nationalists and would seek to report their actions and activity, others are
electing them to public office.

What makes it more difficult is that
algorithms are designed to provide
users with content and adverts
they find attractive and interesting,
flooding their feeds with posts
appealing to their political views,
including conspiracy theories and
fake news.

This helps fuel political extremism, which can be seen in the current resurrection
of nationalist political parties and candidates throughout the Western world.
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The communications revolution is also arguably affecting the quality of elected
political leaders. Data finds that the most popular politicians (those who have a
bold social media presence with the most attention while providing ammunition
for other parties/candidates) are often the ones that do best in the polls. Yet,
these are the ones who often promote the most disunity. Online engagement
helps politicians build a bigger image and gain more fundraising potential,
incentivizing them to be more outrageous, hence making them more prone to
leaning into extremism.

These problems cannot be easily solved. There is no central authority to tackle
social media conflicts, as they cross between private companies and the public
and must accommodate multiple judicial systems around the world. We can see
this unfolding in the real world, for example as Mark Zuckerberg had to testify
before Congress regarding how social media
promotes political extremism after the
Cambridge Analytica scandal. Filtering such
content is especially difficult because many
public officials feel that the companies are
censoring political speech and freedom of
expression. Free speech advocates argue
that this kind of censorship could lead to
endless expulsions because prior precedents
would demand so.

The question we must therefore ask ourselves is where the grey line begins and
ends between censoring extremist groups and infringing on our rights and
freedom of speech. In addition, the advantages of censorship, such as reducing
the reach of political extremism (including towards children), fake news and
conflict must be evaluated against the disadvantages, such as the possibility of
the development of a repressive atmosphere.
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Major Parties Involved

Global Internet Forum to Counter Terrorism (GIFCT):
A Non-Governmental Organization aiming to prevent
terrorists and violent extremists from exploiting
digital platforms to their advantage. Founded by
Facebook, Microsoft, Twitter, and YouTube in 2017,
this Forum is a space for collaboration and research
as well as offering advice to smaller platforms so as
to prevent the issue from worsening.

United Nations Office of Counter-Terrorism
(UNOCT): The Office of Counter-Terrorism has the
following main functions:

1) Provide leadership on the General Assembly and
work with the Security Council in regard to the
implementation of counter-terrorism mandates.
(such as the mandate to adopt a strategy to promote
responses to terrorism at the national, regional and
international scale).

2) Enhance coordination and coherence across the Global Counter-Terrorism
Coordination Compact entities to ensure the balanced implementation of the UN
Global Counter-Terrorism Strategy.

3) Strengthen the assistance and resource mobilisation to Member States in
regard to this issue.

International Center for the Study of
Violent Extremism (ICSVE): A research
centre working on psychosocial, cultural,
political, economic, ideological, and
technological areas impacting global peace
and security.

They aim to deter violent extremism
through: programmatic support, opposing
the extremist narrative, developing community strength, managing preventative
activities, comprehending pathways into and out of terrorism and reversing
violent extremism training.

This is achieved through efforts in the fields of research, training/defence, and
strategic advice to government leaders but also using intelligence and
collaborating with international organisations and civilian communities on a
global level.
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Alliance to Counter Crime Online (ACCO): A team
of security experts, academics, NGO leaders, and
citizen investigators who have come together to
push organized crime and terror activity off
Internet platforms. Their methods include filing
whistleblower complaints to social media
platforms after identifying terror groups that
operate official pages on their platform.

‘Freedom of Expression’, Article 10, Human Rights Act: This protects citizens’
right to express themselves freely without government-set limits, including
through social media. However, public authorities have the power to impose on
this right if it threatens national security, or public safety, instigates crime or goes
against morals and other people’s rights, which in the context of this topic
would be, for example, posting politically extremist material which instigates
violence. A further point of reference could be the banning of Donald Trump
from Twitter after his publications regarding the January 6th Capitol Attack, both
before and after.

Previous Attempts to Resolve the Issue

‘Promoting Tolerance and Reconciliation: Fostering Peaceful, Inclusive Societies
and Countering Violent Extremism’ Debate: A United Nations General Assembly
debate aimed to find solutions to go against the
forces that ignite violent extremism. Member
states expressed the importance of developing
peaceful and inclusive societies as well as
ensuring community engagement aimed at
discrediting violent extremism. Emphasis was
also placed on the role of religious leaders in
fostering an environment of acceptance in terms
of diversity and freedom.

‘Plan of Action to Prevent Violent Extremism’ 2016: A plan in which the UN
Secretary-General calls for the establishment of measures to target the direct
and indirect causes of individuals joining
radicalised political groups. It includes more
than 70 proposals as to how to decrease the
spread of violent extremism, which include
the preservation of human rights, education
and effective government institutional work.

The UK’s ‘Counter-Extremism Strategy’ 2015:
In response to hate crime rising by 18% in the
UK, with more than 52,500 hate crimes, this
strategy was published mostly to tackle
crimes motivated by racism and xenophobia,
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both fueled by political extremism/extreme nationalism and by groups such as
Neo-nazis or Islamist extremists. The strategy is aimed at uniting all those
opposed to extremism to challenge it. In relation to social media the strategy
branches out into 2 main pillars: working with industry and the public. This
includes motivating people to counter extremist views they see online and
working with social media companies and internet providers to ensure such
groups are not given open access to these platforms. Giving social media
training and technical assistance to aid charities or companies to set up a
website or providing targeted funding for projects are also mentioned as
solutions.

Possible Solutions

Legal Reform: Considering that lawmakers have
accused executives at social media firms of
consistently prioritising growth and revenue over
safety and security, leaving tech firms responsible for
any illicit activity in terms of spreading extremist views
would push them towards taking more effective
measures centred away from their own financial gains.
In effect, firms would avoid making social media a
safer place for violent extremist groups.

Targeting indirect sources of political extremism: It is
important to approach this topic sustainably,
hence by cutting political extremism at its
source so as to decrease its levels and
ultimately nullify its prevalence as much as
possible. Focusing on education and youth
challenges, especially taking into account the
youth’s increased susceptibility to influential
content, would result in the promotion of
critical thinking as well as equip the next
generation with political insights that would
point against extremism. Youth challenges may

also include social issues such as poverty or lack of quality activities, which
often push one to seek out extreme entertainment or, in the case of poverty,
unethical ways to generate income. Constructive use of media could also be
promoted, for example not sharing unproven content, reacting to extremist
posts or joining such groups out of curiosity, and so on. There could also be
realistic consideration of migration and globalization issues since terrorist groups
exploit the social and economic effects these have on people for their own gain.
This could also be achieved by promoting or establishing grass-roots efforts to
spread values such as tolerance and understanding, or by instigating media
campaigns to spread awareness.
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Developing and implementing national
communications strategies: Such strategies could
include challenging users who have been interacting
with politically extremist content by exposing them
to anti-extremist ideas, thus prompting them to
either reconsider their ideals or engage in debate and
conversations with those around them. Their
development could be done in cooperation with
social media firms and the private sector and tailored
to local contexts and fundamental international
human rights standards.

Empowering victims: Emotional means are usually
more effective than logical ones, thus allowing victims to share their stories
would allow them to transform their suffering into a constructive method for
preventing violent extremism. For this to take effect, victims could be provided
with an audience through both social media and public forums in person.

Protecting trusted journalists: Honest and objective journalists play a crucial role
in democratic societies, therefore their identification and protection, as well as
promotion of their work, is key to shedding light on topics such as the corrupting
nature of political extremist groups, even though reports of the aforementioned
personal accounts. Journalists can also be involved by developing media training
and industry codes of conduct to ensure a level of respect and objectivism in
journalism so as to promote the independent formation of opinions. Note that
this also includes independent journalism.
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